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Cisco
gonomMarae

TpaHCOpPMYyBaTH

DI3HEC
33 OOMOMOroro
TEXHOMNOTIN

binblue NpoekTiB 3@ MEHLLMI Yac

MeHLLEe CyKynHUX BUTpaT Ha
BOMOAIHHSA IHPPACTPYKTYPOIO

3pyyYHa cMCcTEMa BMMNaT 3aMiCTb
BEMUKMX Pa30BUX MNaTexis

BigcyTHICTb MiHIMaribHO
HeobXxigHOro nakeTa ona
3aMOB/IEHHS
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Kynisnsa anapaTHOro
NMPUCTPOIO

Kynieng BipTyanbHOro
PilLEHHS

KyniBns nigTpumkm

HeobxigHIiCTb KynyBaTK
niueHsii Ha 1, 3 abo
Ginblle pokiB

LLlomicauHa onnaTa
Cnoci6 onnatu
[HYUKICTb XapakTepUCTmK

MoXXnmBICTb BiOMOBUTUCS
Big MiLeH3ir

MiHiMmanbHWIM obcar
3aKyniBerb

DikcoBaHWM Npanc-nucT
TepMmiHM nocTaBku
AMOpPTU3aLinHI BUTPaTH
AKTunBaLia nepegnnaTu

BapTicTb pilleHHs
Ha cTapTi

[TOpIBHAHHA MOOENnen
Nnpoaa)y NpPoayKTiB
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SD-WAN Ta
iHppacTpykTypa

besneka

loT

[TopTdoonio npoaykTiB
Cisco MSLA, nuctonag 2021

HocTynHi

- Cloud Services Router 1000v

(CSR1Kv)

- ISRv

- SD-WAN 4-Tier

- Cisco SD-WAN Committed

- Cisco SD-WAN Uncommitted

- AdaptiveSecurity Virtual

Appliance (ASAv)

- Secure Endpoint (paHiwe

AMPA4E)

- Secure Firewall (paHile

NGFWv)

- Cisco Secure Cloud Analytics

(paHiwe Stealthwatch Cloud)

- Umbrella Easy Protect
- Umbrella Mobile Protect
- UmbrellaMSSP-In-

sights,DNS-E,DNS-A,SIG-E,
SIG-A, DLP, CDFW Umbrella
Managed Service Provider
(MSP)

- MSLA FTDv
- Kenna Security

- loT Field Network Director

(FND)

- eSim Flex
- Cyber Vision
- loT Control Center

Y npoueci
BBEOEHHS

SD-WAN - FED Ramp

Catalyst 8000V (Cat8kV)

Thousand Eyes

Ha posrnsaai

- Meraki

- Anyconnect
- DUO
- CES (Cloud Email Security)

- CMD
(Cloud Mailbox Defense)

- APP D
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Cisco Cisco
MSL@CIassic MSL@CIassic

Ha Ha
6% 5%

MeHwunmn TCO MeHwunmn TCO
Cloud Secure Firewall
Services Threat Defense

Router 1000v Virtual (MSLA FTDv)
(CSR1Kv)

BipTyanbHuin MmapLipyTrsaTop, Skuin gae BipTyanbHuin MxxmepexkeBuii ekpaH HOBOro
3MOry TepUTOpianbHO PO3MoQINeHNM NMOKOMIHHS, AKWIA [O3BOMNSIE peanilyBaTh 3aXMcT
nignpyemcTBam 6e3neyYHo nigkntouaTm MiXK PIBHUMW CErMEeHTaMM MepPEXi, BKNOUatoum
perioHanbHi BiggineHHA A0 EANHOI MEpPEXi. 3axuCT Bif BPa3nMBOCTEN NPOrpaMHOro

3abe3neyeHHs, HeoCTYNHUI 3BUUYaHOMY
MiXXMepPEeXXeBOMY eKkpaHy.

Ha BigmiHy Big ASAv, FTDv Bonogie
pPO3LWKMPEHUMU DYHKLISMK, TaknMu SK: Intrusion
Prevention System, Intrusion Detection System,

BaranyeTbes 3: Mpu3HaUeHHs: AMP for Networks, Application Visibility and
- ASAV/ASA/Secure - KomnnekcHuit 3axmct Control Ta URL chinbTpauis.
Firewall/Firepower Mepexi No NnepumeTpy Ta

PO3LUMPEHHS 6A30BOrO

* Umbrella 3axXMCHOro hyHKLioHany
MapLupyT13aTopa. bananyetbea a: MpusHaueHHs:
- MNepLua niHis 3axucTy - Secure Endpoint - Po3wmpeHHs 3axucTy go
3’eHaHHsA Ha piBHI DNS. - Seaue Clbud KiHLIEBOI TOUKM.
Analytics » PaHHe B1siBNEHHS
- CSR1KV/ISRV/IS- NOTEHLiHUX 3arpos.
R/ASR - MNoBHOLiHHa

MapLipyT13aLis Tpadiky

18000 4500
16000

Bceicymu Hageperi B USD 3a uiHam GPL Ha 21.04.2023

14000
12000
10000
8000
6000
4000

1000

2000 .
o - 500 III
MSLA, 3 poku 0
Clssic Haraware, 1 pi pix ci

MSLA FTDv-1Gbps vs Classic Hardware Firepower 1010

SLA, 3 pik

M

Classic, 1 pik MSLA, 1 pik Classic, 3 poku

mBaprictb 06pasy  MMiaTpumka M 3aranbia BapTicTs - .

’ . )
*3a 1 pik BUKOPUCTaHHA 3a 1 pik BUKOPUCTaHHA




Cisco

MS”&!CIassic

Ha
3%

MeHwunm TCO

Umbrella
Essential

DNS-cepsep, skuit JornoMarae 3axucTuT MeEPEeXxy B TOM
MOMEHT, KOMW NPUCTPIN oTpumye IP-agpecy 3 [OMEHHOro
iMeHi. TakMm UMHOM 6NOKYETLCA JOCTYN A0 3NOBMUCHUX
CaunTiB e 00 BCTAHOBMNEHHS 3’eaHaHHs. Y modeni MSLA
€ Kinbka nakeTiB Umbrella: Easy Protect, Mobile Protect,
MSP, DNS Essential, DNS Advantage, Insights

Ta SIG Essential.

BangnyeTbes 3: Mpun3HaueHHs:

« CSR1kV/ISR/IS- - OpraHisauis 3axuLeHoro
Rv/ASR By3na Mepexi.

- Secure Endpoint + PO3lWMpEHHs 3axucTy

i KIHLEBOI TOUKM [0 PIBHSA
ASAV/ASA/Secure DNS.
Firewall/
Firepower - OpraHisaLia 3axucTy

Mepexi No nepumeTpy.

Knacuura mogens, 1 pik MSLA, 1 pik Knacuua mogens, 3 poku MSLA, 3 poku

® BapricTb 1 niuewsii 3a nepion

*3a 1 pik BUKOPUCTAHHSA

Cisco
MSLIV-§

Ta 30BHILLHIMW MEPEeXaMu, MOXE KepyBaTh
VPN-3'egHaHHsMK, WO gae 3mory 06'egHyBaTh
inii B €AMHY MEPEXY.

Classic

Ha
0%

MeHwmnmn TCO

Virtual Adaptive
Security
Appliance
(ASAvV)

MiXXMeEPEXHUIN eKpaH, KU BIOCTEXYE BXIAHWUM i
BUXIOHWIA MepeXxHMi Tpaddik Ta pearye Ha
3arposu BignoBigHO Ao nonitnk 6esnekun. Kpim
DYHKLUIT «6ap'epa» MixX 3aXULLEHUMM BHYTPILLHIMM

5} Mpn3Haue Cisco
aHONYETbCA 3: M3HAUEHHS:
MSLA -
- Secure Endpoint + PoslwmpeHHs 3axucty
00 KiHLEBOT TOUKM. BUHATKOBA
- Secure Cloud .
Analytics - PaHHe B1ABNEHHA AKICTb
NOTEHUINHUX 3arpos3. piLIJeHb
- CSR1kV/ISRV/IS- ) f
R/ASR [NoBHOLIHHa

16 000
14 000
12000
10 000
8000

6000

4000

2000

0

MapLLPYTH3aLlist TpadiKy. Cisco 3a
[OCTYMHOM
LjiHOtO 3

XMapu

MSLA, 1pik  ASAvknacuuHa ASA Hardware,
Mopenb, 3 poku 3 pokn

ASAv knacuua  ASA Hardware,

MSLA, 3 poku
mopens, 1 pik 1 pik

mBapticTb 06pa3y  WIinTpumka W 3aranbHa BapTiCTh
*3a 1 pik BUKOPUCTAHHS
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Cisco

Ms'—% Classic

d
3%

MeHwmnmn TCO

loT Field
Network Director

Cisco loT Field Network Director (FND) -

e cucTtema ynpasniHHa FAN mepexxamm (Field Area
Network, Bu3HaueHHs Cisco, sike xapakTepuaye loT
iHOyCTPIaNbHI MPMUCTPOI), AKi BKMHOUaKOTL MPOMMUCTIO-
Bi MapLupyTu3aTopu Cisco, LLUMK3N i KIHLEBI
MPUCTPOI.

BaHgnyeTbes 3: [Mpu3HaueHHs:
- ASAV/ASA/Secure - 3abesneueHHs
Firewall/Firepower 6e3neyHol iHTerpauir
mepexi [oT
3 KOPMNOPaTUBHOO
Mepexeto.

12000
10000
8000
6000
4000
2000

Cisco

MSL@CIassic

Ha

*
16%
MeHwmn TCO

Secure Cloud
Analytics

(paHiwe
Stealthwatch Cloud)

PogyMHWi1 aHanizaTop NOBEdIHKM ENEMEHTIB y
Mmepexi. Secure Cloud Analytics 36vpae CTaTUCTUKY
BMKOPWCTaHHS Mepeski (3BiOKK, Kyau, SiK YacTo)

i BUOYOBYE CBOIO MOfESb «TUMOBOIO BUKOPUCTaH-
Hs». 3aBOsKKM LbOMY aHarni3aTop ornepaTvBHO pearye
Ha aHoManil, SIKi CKNagHO MOMITUTU 1 YCYHYTU
3acob6amm onepawinHol CUCTEMM.

BangnyeTbes 3:

- ASAV/ASA/Secure
Firewall/Firepower

Mpu3HaueHHs:

- PearyBaHHs Ha BuSBNEHI
aHomanii Ta noganblue
3anobiraHHa Hacnigkam
IXHbOI MPUCYTHOCTI B
Mepexi.

- Secure Endpoint

- 3anobiraHHs MOXUBIW
KoMMpomeTauii
6e3nocepefHbo Ha
KiHLEBIN TOUL.

Public, 1 pik MSLA Public, Public, 3 poku MSLA Public, anate 1 pik MSLA Private, anateS poku MSLA Private,
0 1 pik 3 poku (min 1 pik (min 3 poku

1000 niuensivi Battery Endpoints, 1 pik 40 niuensin) (40 niuensin) 40 niuensin) (40 niuensin)

1000 MSLA nietsii Battery Endpoint, 1 pik

m BapricTs 3a nepion = BapricTb 3a nepios

*3a 1 pik BUKopUcTaHHsa, 100 niueHsin *3a 1 pik BUKOpUCTaHHA, 100 niueHsin
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MSLA

AK KOMMaHifa-BUPOOHMK
3MiLUHMNa Kibep3axmucT
| BOOHOYAC 3MeHLWwunna
IT-BUTPaTH

BWl10
011 Buknuk
Mg LB 10

- mepexig npauiBHMKIB Ha AUCTaHLINHY POOOTY
* NOoTpebda B 3axXUCTi KOMMN'IOTEPIB 32 HOBUX YMOB
* MiHIManbHUIN BIOMXKET Ha Be3mneky

- Cisco Secure Endpoint (paHilwe AMPA4E) -
3aXUCT KOMM'tOTEPIB Bif 3arpos

(3a mopennio MSLA)

+ Cisco Umbrella - 3axucTt goctyny B iHTEPHET
(3a mogennto MSLA)

* THYUKICTb rpadpiky poboTH npauiBHUKIB

» BiICYTHICTb p13uKiB

- BNPOBaMKEHHSA CUCTEMM 6E3MNEKN 3a MOOENTO
MSLA pgano 3Mory 3MilHUTK Kibep3axmcT

Ta 36eperTu WTaT npauiBHUKIB

8
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HMSLAstories

HAK TenekomM-onepaTop
po3ropHyB Cisco SD-WAN,
a BuTpatme nuwe 4% BiA
3annaHoBaHOro 6roXeTY

¥ 10
O 10

* NepebyaoBa apxiTEKTYPU MepPEXi
* CKOPOUYEHHS pecypciB ans NigkatoUeHHs HOBUX doinin
* LleHTpani3aoBaHe ynpaBniHHS 3 rofIoBHOro odicy

- ninoTHMM npoekT Cisco SD-WAN
3a mogennto MSLA

* NOCArHEHHS METU 3 BUKOPUCTaHHAM nuile 4%
3annaHoBaHOro GHOIKETY

+ 3a6e3neueHHs BigMOBOCTIMKOCTI Ta NiaBULLEHHS
NPOMYCKHOI 30aTHOCTI Mepexi

+ ONTMMI3aLisg OOCTaBKM SaaS-pilleHb
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MSLA

Ak arpoxonguHr 6ynysaBs
3aXUCT MepEeXi Ta BiOKpuB
Onsi cepsic-npoBanaepa
HOBWM HaNpPsAM PoBOTH

* Mepexig NpauiBHUKIB Ha AUCTaHLUINHY PO6OoTY

1:1'1 - noTpeb6a B 3aXMUCTi KOMM'IOTEPIB 3@ HOBMX YMOB
10

- 3a6e3MneueHHss 0OCTYny A0 KPUTUUHO
BaXXMBMX OOAATKIB

- BukopucTaHHg Cisco Umbrella
3a mogennto MSLA

- 3a6e3MneueHHs1 BUCOKOKIACHOro 3axucTy
iHTEpPHET-3’€AHAaHHA B HAMKOPOTLLMA CTPOK

* MOX/MBICTb IHBECTYBAHHS BMBITbHEHNX KOLLTIB
B iHLLI HANpsMKK BisHecy

10
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HMSLAstories

AK BMHaxioMBa Mepexa
CcyrnepmMapkeTiB 3aollagnna

Ha obnafgHaHHI, 3anMLarUYnCb

Yy MEXax pernamMmeHTiB ronoBHOro

odpicy

U 10
)10

* HEeObXiAHICTb 06’€AHAHHS MaArasuHiB,

opiciB Ta dhinianiB y €EAMHY MEPEXXY

* HEOBXIOHICTb 36epPEXEHHS IHDPACTPYKTYPU

Ha npopgykTax Cisco 3a cTaHgapTamun rofIoBHOro odoicy

* BUKOPUCTAHHA MapLUPYTU3aTOpPIB
Cisco CSR1000v Ta Mi>XMeEpEXEBOro eKpaHy
Cisco ASAv 3a mogennto MSLA

- 36EepeXXEeHHS OCHOBHOI iIHPACTPYKTYPK

Ha npoaykTax Cisco

- 06’€HaHHSA BigOaneHux mara3uHis, omicis

Ta oinianis B €AMHY Mepexy

* MOX/MBICTb FHYUKO 3MIiHIOBATW XapaKTEPUCTUKM
NPOOYKTIB 3rigHO 3 NoTpedtamm
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AK 6aXkaHHS NobyayBaTM HOBY
eKOCUCTEMY 3 Kibepbeaneku

NPUBENO BUPOOHUUY
KOMMaHit0 OO0 3HAUHOTO
3a0LLaoKEHHS

U 10
1011
10

Buknuk

* NoTpeba B 3ab6EIMNEUEHHI 3aXUCTY POBOUNX
KOMM’toTepiB CRiBPOBITHMKIB Bid 3arpos
- HasiBHi nepepgonniayeHi niLeHsil Ha aHTUBIPYC

» Cisco SecureX Ta Cisco Secure Endpoint
(paHiwe AMP4E) 3a mogennio MSLA

* THYUKMIM Nepexid Big nepenonnayvyeHnx NileHsin
Ha aHTuBipyc no Cisco Secure Endpoint

+ 3a6€3MeuUeHHs KICHOro 3axmcTy pobounx MiCLb
3 ONTUMI3aLieo BUTpaT

12



Cisco MSLA -
OpeHaHa Moaenb, SKa CNPOLLYE LASX

00 UMdopoBol TpaHcdopMaLil

lMpakTnuHO 6yab-SIKMI CyuyacHuUM 6i3Hec 3acTocoBye IT-TexHOMOorii gns NigBULLEHHS CBOET
npoayKTUBHOCTI. [MpoTe npugbaHe obnagHaHHA Ta COMT i3 UaCoOM CTaloTb 3acCTapiMMu,
a Kyniena HoBoro kowTye aoporo. Cisco MSLA - ue BignoBigb kKomMnaHii Ha NPo6nemMun KNieHTIB:

* DILLUEeHHS NPOMNOHYOTLCS Y DOPMI BipTYanbHMX MalLUWH ANg BCTaHOBNEHHS Ha BNacHOMY
cepBepi abo gk cepsic y xmapi Cisco;
- MIONPUEMCTBa CMNauytoTb MOMICAYHY OMNaTy BidMOBIOHO OO CMOXUTUX PECYPCIB
y MOoNepeaHboMy MicsiLi;
- MSLA-nignmMcka TakoxX OXOMNMKE OHOBMNEHHS, MIOTPUMKY Ta FHYUKICTb MPOAYKTOBMX XapakTEPUCTUK.




[iueHsinHi npoaykTn Cisco:
KYNiBNS UM opeHpa, Lo Kpalle?

bes3nepeutHi nepeBaru piwweHb Cisco po6naTb ix nonynsipHMMu Ta 3aTpebyBaHuMK, TOMY 6araTto
KOMMaHi# WUpPOKO BUKOPUCTOBYIOTb iX Ans cBoe€i IT-indbpacTpykTypu. Ane BUHMKAE NMUTaAHHS:
npoaykTtu Cisco BapTo KynyBaTu umu Kpaujie ix opeHgyBatu?

Ha npmnabaHHa nileH3inHWMX NPOAYKTIB, K MPaBWio, BUTPAUaETbCsa BENMKA CyMa KOLUTIB.

Mpn uboMy KyNyeTbCs CaMa MiLeH3isa Ta CTaHOapTHUR, BIANOBIAHO OO 06paHOro nakeTa, 06Car pecypcis.
Ctoam »k goaatoTbCca BUTPATU Ha anapaTHi NPUCTPOI, KLU0 BOHM TakOX BUKOPUCTOBYHOTHCS.

€OMHOI0 NepeBaroto € pasoBa onnaTta i BiACYTHICTb LOMICAYHMX MNaTexis.

OpeHaytoum X npogykTu Cisco 3a mogesuiio MSLA, Bu BUTpauaeTe 3HaUHO MEHLUE KOWTiB.
3a paxyHOK uoro BigéyBa€Tbcs 3aolafKeHHA?

Bu cnnauyeTe He 3a CTaHOAPTHUIM NakeT
OYHKLUiM, a nuLle 3a Ti pecypcu Ta dyHKLUIl,
AKMMW KOPUCTYETECS.

Bu He kynyeTe anapaTHi NnpucTpOi,

Ta He cnnauyeTe JOAATKOBO 3a MiATPUMKY -
BOHa BXXE BXOAMTb Yy BapTiCTb OPEHAM.
KynyBaTu un opeHayBaT - BUPiLLyBaTW BaM.
Ane 3BepHiTb yBary Ha Te, WO opeHaHa MOoaenb
CisCOMSLA 3HauHO CMpPOLLYE LWAsSx

00 umMcpoBoi TpaHchopmallil!
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MeraTtpeng - nepumit B YkpaiHi
omcTpub'totop Cisco MSLA.

3 NUTaHb NAapTHEPCTBA Ta 3 NPMBOAY KOHCYNbTaLin
OO0 NpmabaHHs 3BepTanTecsa oo Biaainy
nporpamMHoro 3abes3neueHHs Komnaxil MeraTtpena;
Ten.: +380 44 538-00-06, msla@megatrade.ua

E?:""E HetanbHiwe npo Cisco MSLA:
ﬁ-_ll_:?-ﬁ- AT cisco-msla.megatrade.ua
o =

i

By/. CiM'i Bpoacbkmx, 31-33
Kuig, 03057, YKkpaiHa

Ten.: +380 44 538-00-06
e-mail: office@megatrade.ua
www.megatrade.ua

CepBiCHUI LeHTp:
Ten.: +380 44 585-0-911
service.megatrade.ua
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